
Risk ID Risk Title Risk Description & Business Impact Threat Event / Cause Vulnerability / Control Gap Likelihood Impact Inherent Risk Score Proposed Mitigation Strategy Target Framework Control 
CR-01 Cloud IAM Misconfiguration Unauthorized access to financial data stores due to over-privileged accounts, leading to regulatory fines and reputational damage. External threat actor compromises a developer's cloud credentials via a phishing email. Weak administrative access and lack of multi-factor authentication (MFA) enforcement across the Azure/AWS environments High High Critical Implement strict Role-Based Access Control (RBAC), enforce MFA globally, and conduct quarterly access reviews. CSA CCM: IAM-01 (Identity & Access Management)
CR-02 Undetected Infrastructure Compromise Security incidents go unnoticed, allowing threat actors persistent access to sensitive networks. Lateral movement by an attacker within the multi-cloud architecture. No centralized SIEM logging; lack of automated telemetry and audit review across cloud tenants. Medium High High Deploy a centralized SIEM (e.g., Microsoft Sentinel, Splunk, or Wazuh) to aggregate logs from Windows servers and cloud APIs. Establish automated File Integrity Monitoring (FIM). CSA CCM: LOG-01 (Logging & Monitoring)
CR-03 Irreversible Data Loss & Ransomware Complete loss of Active Directory objects and configuration data, resulting in severe operational disruption. Execution of a ransomware payload targeting primary domain controllers Absence of isolated, immutable backups and untested Directory Services Repair Mode (DSRM) procedures Medium High High Configure automated, immutable backups for all domain controllers. Document and test DSRM restoration procedures annually. NIST SP 800-53: Contingency Planning / Backups
CR-04 Third-Party Vendor Breach Unauthorized access to Controlled Unclassified Information (CUI) hosted by a SaaS vendor. The third-party vendor experiences a data breach due to unencrypted communications. Failure to review third-party risk questionnaires and lack of mandated encryption in transit. Low Medium Medium Enforce mandatory third-party assessments (using the CAIQ) prior to vendor onboarding. Require encrypted cloud networks. CSA CCM: STA-01 (Supply Chain Management)


